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     Balancing COVID-19 Disclosure with Employee Privacy 
  

During the current Coronavirus (COVID-19) pandemic it is vital that employers continue to observe 

and comply with their obligations under the Privacy Act 1988 (Cth) in relation to any health information 

or other personal information collected due to COVID-19. 

“One of my employees tested positive. What can I share / what do I have to share?" 

This is a particularly complex challenge. Not only does the moment call for sensitivity and humanity, 

but it also requires you to act quickly, and communicate important information to relevant employees. 

Employers have an obligation under the Occupational Safety and Health Act 1984 (WA), to take all 

steps reasonably practicable, to reduce the risk within their workplace, so where an employee has 

been diagnosed with COVID-19, employers may feel it is necessary to inform others within the 

workplace. Notwithstanding the above, employers also have an obligation under the Privacy Act 1988 

(Cth) to ensure that the legal and ethical right to privacy and confidentiality of all employees is upheld 

and respected at all times. 

Disclosing Personal Information related to COVID-19 

Personal information should only be used or disclosed on a need-to-know basis and only the minimum 

amount of personal information "reasonably necessary" to prevent or manage COVID-19 should be 

collected, used, or disclosed. 

Personal information must be dealt with in a way that is consistent with the Privacy Act, and all 

employers should consider their obligations under the Privacy Act to be of the highest importance, 

even when dealing with COVID-19 related information. 

There are exemptions under the Privacy Act where the disclosure of personal information may be 

required. For example, employers are permitted to collect, use and disclose personal information so 

far as is reasonably necessary to prevent a serious threat to the life, health or safety of any individual, 

or to public health or safety. 

An organisation may, for example, be permitted to disclose such personal information where they 

need to inform particular employees that they have come into contact with a colleague who has been 

diagnosed with COVID-19, and it is not practicable to obtain the individual’s consent before disclosing 

such information. 
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However, employers must take a proportionate approach, and only use or disclose personal 

information that is reasonably necessary to prevent or manage COVID-19 at their workplace. This is 

supported by the Office of Australian Information Commissioner (OAIC), who have developed a 

‘Coronavirus (COVID-19): Understanding your privacy obligations to your staff’ factsheet, which can 

be accessed here. 

Therefore, if an employee has contracted COVID-19, you will need to ask them which co-workers 

they have been in close contact with within the previous 14 days. You should alert those who have 

been in close contact with the employee as soon as possible, and direct them to seek medical advice 

as soon as practicable. 

Remind the close contact group that, as per Department of Health advice, if you have been diagnosed 

with COVID-19 or have been in close contact with a person diagnosed with COVID-19, you need to 

isolate as directed by the Australian Government Department of Health. See this page on the Health 

website for more information. 

Once you have spoken with both the employee who tested positive and their close contacts, consider 

alerting others in the workplace and sending a general message about precautions, but do not call out 

the individual employee. It’s important to be transparent and calming. 

Respect the confidentiality of both the positive-tested employee and anyone in the close-

contact group. Simply state the facts: 

 That an employee has tested positive on a certain date and is now self-isolating; 

 All close contacts have been told and are self-isolating in line with Government advice; and 

 If the remainder of staff have not already been told they were a close contact, then there is no 

need for concern. 

Notwithstanding the above, it might still be possible to identify them. If an employee noticed that their 

colleague is absent, one could arguably gather that that is the person. If those disclosures contain too 

much information, the exposed employees may face stigma or other potential repercussions such as 

bullying, harassment and discrimination. 

These are not easy times for anyone, and it is a crucial job for leaders to reassure their employees 

and keep up their spirits. An employee who reports a positive COVID-19 test requires a sensitive and 

rapid response, which may include referral to, or encouragement to contact, external support 

agencies, such as your organisation’s Employee Assistance Program (EAP) provider. 

https://www.oaic.gov.au/privacy/guidance-and-advice/coronavirus-covid-19-understanding-your-privacy-obligations-to-your-staff/
https://www.health.gov.au/news/health-alerts/novel-coronavirus-2019-ncov-health-alert/how-to-protect-yourself-and-others-from-coronavirus-covid-19/self-isolation-self-quarantine-for-coronavirus-covid-19

